
Building Open Source Network Security Tools:
Components and Techniques

Mike Schiffman

Click here if your download doesn"t start automatically

http://zonebook.me/go/read.php?id=0471205443
http://zonebook.me/go/read.php?id=0471205443
http://zonebook.me/go/read.php?id=0471205443


Building Open Source Network Security Tools: Components
and Techniques

Mike Schiffman

Building Open Source Network Security Tools: Components and Techniques Mike Schiffman
Learn how to protect your network with this guide to building complete and fully functional network
security tools

Although open source network security tools come in all shapes and sizes, a company will eventually
discover that these tools are lacking in some area—whether it's additional functionality, a specific feature, or
a narrower scope.

Written by security expert Mike Schiffman, this comprehensive book will show you how to build your own
network security tools that meet the needs of your company. To accomplish this, you'll first learn about the
Network Security Tool Paradigm in addition to currently available components including libpcap, libnet,
libnids, libsf, libdnet, and OpenSSL. Schiffman offers a detailed discussion of these components, helping
you gain a better understanding of the native datatypes and exported functions. Next, you'll find several key
techniques that are built from the components as well as easy-to-parse programming examples. The book
then ties the model, code, and concepts together, explaining how you can use this information to craft
intricate and robust security programs. Schiffman provides you with cost-effective, time-saving guidance on
how to build customized network security tools using existing components. He explores:

A multilayered model for describing network security tools●

The ins and outs of several specific security-related components●

How to combine these components into several useful network security techniques●

Four different classifications for network security tools: passive reconnaissance, active reconnaissance,●

attack and penetration, and defensive

How to combine techniques to build customized network security tools
The companion Web site contains all of the code from the book.
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From reader reviews:

Thersa Moss:

Book is usually written, printed, or outlined for everything. You can learn everything you want by a guide.
Book has a different type. As it is known to us that book is important factor to bring us around the world.
Alongside that you can your reading proficiency was fluently. A publication Building Open Source Network
Security Tools: Components and Techniques will make you to become smarter. You can feel much more
confidence if you can know about every thing. But some of you think that will open or reading any book
make you bored. It's not make you fun. Why they might be thought like that? Have you looking for best book
or acceptable book with you?

Verna Smith:

The ability that you get from Building Open Source Network Security Tools: Components and Techniques
will be the more deep you rooting the information that hide in the words the more you get serious about
reading it. It doesn't mean that this book is hard to know but Building Open Source Network Security Tools:
Components and Techniques giving you excitement feeling of reading. The article author conveys their point
in a number of way that can be understood by anyone who read it because the author of this guide is well-
known enough. That book also makes your own vocabulary increase well. Therefore it is easy to understand
then can go with you, both in printed or e-book style are available. We recommend you for having that
Building Open Source Network Security Tools: Components and Techniques instantly.

Christina Bain:

The publication with title Building Open Source Network Security Tools: Components and Techniques
posesses a lot of information that you can study it. You can get a lot of gain after read this book. This
specific book exist new information the information that exist in this e-book represented the condition of the
world right now. That is important to yo7u to find out how the improvement of the world. This specific book
will bring you inside new era of the the positive effect. You can read the e-book on your smart phone, so you
can read the item anywhere you want.

Lorraine Edler:

Does one one of the book lovers? If so, do you ever feeling doubt if you are in the book store? Make an
effort to pick one book that you just dont know the inside because don't evaluate book by its cover may
doesn't work here is difficult job because you are scared that the inside maybe not seeing that fantastic as in
the outside look likes. Maybe you answer is usually Building Open Source Network Security Tools:
Components and Techniques why because the great cover that make you consider with regards to the content
will not disappoint you actually. The inside or content is fantastic as the outside or even cover. Your reading
6th sense will directly show you to pick up this book.
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